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Dear Sir,
[ hope this message finds you well.

As you are aware, during the initial design and conceptualization of the Family ID
integration model with various data sources, the Family ID reverse seeding APIs were
designed and developed using Aadhaar, Aadhaar Hash, or Family Member ID as the
unique identifier to map beneficiary data with the Family ID.

However, in light of the stringent guidelines issued by UIDAI Government of India,
after Aadhaar authentication the encrypted Aadhaar must be securely stored in the

Aadhaar Data Vault (ADV), while its reference key should be stored in the database of
the concerned line departiment. e e

In order to avoid the presence of plain Aadhaar values in any digital ecosystem, it is
highly advisable that the SHA-256 hash value of Aadhaar should also be generated and
stored by the concerned department for every successful Aadhaar authentication. This

measure will help departments map their beneficiary data with the Family ID using the
Aadhaar Hash as a unique identifier.

The SHA-256 (Secure Hash Algorithm 256-bit) is a cryptographic hash function that
converts any inpul data into a fixed-size 256-bit (32-byte) string, represented as a
unique 64-character hexadecimal value. The hashing process is irreversible, meaning
the original data cannot be reconstructed from the hash value. A sample code snippet
for generating the SHA-256 hash is also enclosed for reference.

In view of the above, I humbly request you to kindly inform all concerned line

departments to adopt this approach for Family ID reverse seeding using the Aadhaar
hash value.

1 shall be grateful for your kind consideration and support.

Regards,
Jitendra Kumar Singh
Head. SeMT - Uttar Pradesh
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About Hash 256

Introduction:

SHA256 (Secure Hash Algorithm 256-bit) 15 a cryptographlc hash function that generates 3
fixed-size 2560 (32-byte) hash value from Input data of arbitriry size, 1t's & uneEy
function, meaning it cannot be roversed (o obtaln the orlginal Input data from the bash 1
produces a unique, determinlsle hash value for each unique Input,

Thelengthof SHA-256 hash value Is 256 bit, or 64 hesadecimal characters wihen represented
in text form,

For Ex:

Input String: 123456789107
Generated Hash;

F3F44D808D9] 7E8F38F7F7415C4BE2254 BGB8268085DF1C9A81982222F/\2C600

Below mentioned function Is for Ha

sh256 generation, Which take the raw data (Aadhazr) z5
input and returned its hash code.

Hash 256 Generation Code (C#):

using System;
using System.Security.Cryptography;
using System,Text;

public string ComputeShaZSﬁHash(string inputAadhaar)
{

// Create a SHA256
using (SHA256 sha256Hash = SHA256.Create())
{

// ComputeHash - returns byte array
byte[] bytes =
sha256Hash.ComputeHashCEncoding.UTF8.GetBytes(inputAadhaar));
// Convert byte array to a string
StringBuilder builder = new StringBuilder();
for (int i =0; i < bytes.Length; i++)
builder.Append(bytes[i]‘ToStringC"XZ“));

return builder.ToStringO i
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Standard Operating Procedure (SOP) for Consumption of

Family 1D GelBeneficiaryldash APl

1. ODbjective

The objective of this SOP is to define standardized and secure mechanism for retrieval
of SHA-256 hashed Aadhaar values for beneficiarics across three operational scenarios,
namely:

(i) New beneficiary registration (APL not needed)

(i) Existing beneficiaries where Family 1D and Member 1D are available and

(iii) Existing beneficiaries where Family 1D and Member ID is not available.

This SO.P ensures that departments adopt the appropriate approach in each case —either
generating the hash at their end or retrieving it through the GelBeneficiaryHash API—

thereby maintaining data privacy, avoiding storage of plain Aadhaar, and enabling
seamless integration with the Family ID ecosystem.

2. Overview

The GetBeneficiaryHash API enables departments to securely obtain:

« SHA-256 Hash of Aadhaar based on Family ID and Member ID or Unique
Beneficiary ID

All request and response payloads are encrypted using AES-256 (CBC mode) to ensure
end-to-end data security. -

3. Key Operational Scenarios

The GetBeneficiaryHash API shall be utilized under the following three scenarios:

31 New Beneficiary Registration (Onwards)

. Applicable for all newly registered beneficiaries

+ Department shall:
o Capture Aadhaar number during its authentication

o Generate SHA-256 hash at department level (Annexure 1)
o Store only the hashed Aadhaar in scheme database

Important:

. GetBeneficiaryHash API call is NOT required in this case
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3.2 Existing Beneficiary (Family 1D Available)

» Applicable where Family ID and Member ID are available
+ Department shall:

o Call GetBeneficiaryHash API
o Request Input:

* SchemeCode (Mandatory)

* TFamilyld (Mandatory)

* FamilyMemberld (Mandatory)

* UniqueBeneficiaryID (Mandatory)
o Response Output:

*  UniqueBeneficiaryID

* SHA-256 hash of Aadhaar

3.3 Existing Beneficiary (Family ID Not Available)

* Applicable where Family ID mapping is not available
» Department shall;

o Call GetBeneficiaryHash API
o Request Input:
* SchemeCode (Mandatory)
* Familyld (Empty String)
* FamilyMemberld (Empty String)

*  UniqueBeneficiaryID (Mandatory)
o Response Output:

= UniqueBeneficiaryID
* SHA-256 hash of Aadhaar

4. API Details

|Parameter|| Value

|

[Endpoint |https:/ /familyid.up.gov.in/IntegrationV3/ api/Family/ GetBeneficiaryHash|
Method  |[POST B

Content-
Type
LSecurityT AES-256-CBC Encrypted Request & Response

application/json
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5, Request & Response Format

5.1 Encrypted Request Format

{
"Data™ "lENCRYPTED__Bz\SEM,_STRlNG]"

\
i

5.2 Encrypted Response Format

{
"Response™ "[ENCRYPTED_BASE64_STRING]"
}

6. Payload Structures
6.1 Case: Using Family ID & Member ID

{
“SchemeCode": "EJ2D1",
“Familyld™ "213249012901",
"FamilyMemberld": "21324901290103",
*UniqueBeneficiaryld": “UBP0128102"

]

6.2 Case: Using Unique Beneficiary ID

{
*SchemeCode": "EJ2D1",

*FamilyId™ “”,
"FamilyMemberld": ”*,
"UniqueBeneficiaryld": " UBP0128103"

]
7. Decrypted Response Structure

7.1 Success Response

*Status": "Success",
"UniqueBeneficiarylD": "BEN12345",
"SHA256";: "HASH_VALUE"

]
Note: Hash Value i.e, “f482cd 03093d34a83c9635f82b08a91be74175e243dc486e4e90fb433ab17485"

7.2 Exrror Response

{
“Status"; "Error",
"Message”: "Invalid Scheme Code"

)
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8. Encryptiony/Decryption and Calling Method
Configuration

« Algorithm: AES-256

« Mode: CBC

+ Padding: PKCS7

« 1V: Base64 String

» Key: To be shared separately

Encryption / Decryption Method (.NET)

Qublic string EncryptData(string iPlainStr, string iCompleteEncodedKey)
AesCryptoServiceProvider aesEncryption = new AesCryptoServiceProvider();
aesEncryption.KeySize = 256;
aesEncryption.BlockSize = 128;
aesEncryption.Mode = CipherMode.CBC; ,
aesEncryption.Padding = PaddingMode.PKCS7;
aesEncryption.IV = Convert.FromBase6uString("eUgJhWbRBT5qPaMDS8ehng==");
aesEncryption.Key = Convert.FromBase6uString(iCompleteEncodedKey);

byte[] plainText = Encoding.UTF8.GetBytes(iPlainStr);

ICryptoTransform crypto = aesEncryption.CreateEncryptor();

byte[] cipherText = crypto.TransformFinalBlock(plainText, 0, plainText.Length);
return Convert.ToBase6UString(cipherText);

}

public string DecryptData(string iEncryptedText, string iCompleteEncodedKey)
{
pesCryptoServiceProvider aesEncryption = new AesCryptoServiceProvider();
aesEncryption.KeySize = 256;
aesEncryption.BlockSize = 128;
aesEncryption.Mode = CipherMode.CBC;
aesEncryption.Padding = PaddingMode.PKCS7;
aesEncryption.IV = Convert.FromBase6uString("eUgIhWbRBTSqPaMDSOehng==");
aesEncryption.Key = Convert.FromBaseéUString(iCompleteEncodedKey);
ICryptoTransform decrypto = aesEncryption.CreateDecryptor();
byte[] encryptedBytes = Convert.FromBase6UString(iEncryptedText);
return Encoding.UTF8.GetString(
decrypto.TransformFinalBlock(encryptedBytes, 0, encryptedBytes.Length)
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Calling viernoa:

public void TestSHA_Api()

{

string payload = @"{
nngchemeCode"": ""CWLOR"",
nrEamilyId"": n1213690017709"",
wwEamilyMemberId"": ""21369001770904"",
wwyniqueBeneficiaryId"": ""

string encryptedPayload = EncryptData(
payload,

; "OGN2YjAUYWIyc2Qz0TgwODg5ZHdzZGpKOTASM3FuYzg="
i
string finalBody = @"{
IIIIData“": umun + encryptedpayload + @llll"
}u;
var client = new
RestClient(“https://familyid.up.gov.in/IntegrationVB/api/Family/GetBeneficiaryHash");

var request = new RestRequest(Method.POST);
request.AddHeader("Content-Type", napplication/json");

request.AddParameter("application/json", finalBody,
ParameterType.RequestBody);

IRestResponse response = client.Execute(request);
string encryptedResponse = response.Content;

JOobject responseObj = JObject.Parse(encryptedResponse);
string encryptedResult = responseobj["Response“]?.ToString();

string decryptedResponse = DecryptData(
encryptedResult,
"0GN2YjAuYWIyCZQZOTQWODg52HdzZka0TA5M3Fung="
)i

Response.Write("<b>Encrypted Response:</b><br/>" + encryptedResponse +

"<br/><br/>" ) ;
Response.Write("<b>Decrypted Response:</b><br/>" + decryptedResponse);
}

9. Conclusion

This SOP provides a secure and standardized framework for Aadhaar hash retrieval. By
clearly defining the three operational scenarios, it ensures correct API usage, prevents
misuse, and eliminates ambiguity during implementation. Adherence to the prescribed
encryption standards and workflows will ensure data privacy, regulatory compliance, and
seamless integration with the Family ID ecosystem.
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Annexure y

About Hash 256

Introduction:

SHA-256 (Seeure Hash Algorithm 256-bil) is 0 cryplogmphic hash function that generates
o fixed-size 256-bit (32-byte) hash value from input data of arbitrary size. It's a one-way
function, meaning it cannot be reversed Lo obtain the original input data from the hash. It
produces a unique, deterministic hash value for eachy unique input.

The length of a SHA-256 hash value is 256 bit, or 64 nexadecimal characters when
represented in text form.

Yor Ex:

Input String;: 1234567891 02

Generated Hash:
17317441)80809171381’3817717711150113132254B6BB268D85DF1C9A819B2222FA2C600

Below mentioned function is for Hash256 generation. Which take the raw data (Aadhaar)
as input and returned its hash code.

Hash 256 Generation Code (C#):

using System;
using Sys\cm.Secm'ity.Cryplogmphy;
using System.Texy;

public string CompuleSlmZSGl-Iash(string inputAadhaar)

// Createa SHA256
using (SHA256 sha256Hash = S1A256.Create()
{

// Computeldash - returns byte array
byte[] bytes = slm2561~1nsh.ComputeHnsh(Encoding.UTFB.GctBytcs(inputAadhaar));

// Convert byte array to a string

StringBuilder builder = new StringBuilder();

for (inti=0;1< bytes.Length; i)
bulldcr.Append(bytcs[i].'l‘oString("x'z"));

return builder. ToString();

)
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Standard Operating Procedure for Consumption of

“Family ID Not Found API1”

1. Objective

Asthe concerned departments are already aware with the process of Family ID Reverse Seeding
APl this SOP is intended to define the additional workflow to be followed In cases where
"Res_Code ='0001" (Aadhaar not found in Family 1D database)” is recelved. In such scenarios,
the departments shall mandatorily utilize the FamilyldNotFound API to submit beneficlary
demographic details for further processing and mapping in the Family ID system.

To define the standard process for handling cases where Aadhaar is not found in Family ID
database and initiating demographic-based seeding via alternate API.

2. APl Endpoint

https://familyid.up.gov.in/IntegrationV3/api/Family/FamilyldNotFound
Method: POST

Content-Type: application/json

3. Trigger Condition
This SOP applies when response from Family ID Reverse Seeding APl i.e..

https://familyid.up.gov.in/integrations/api/Family/GetFamilyldandMemberDetailByAadhaar

or

https://familyid.up.gov.in/integrations/api /Family/GetFamilyldandMemberDetailByAadhaarSha
256

or

https://familyid.up.gov.in/ integrations/api/Family/ GetFamilyldandMemberDetailByAadhaarSha
512

Returns:

“ResponseStatus”: [

"Res_Code": "0001", .
"Res:Message": "aadhar not found in family db

)
|
}
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a. Payload Fields

Name, DOR, Gender, Mobile, Un\quv\h‘nci'\c\m'ylD (l)upm‘hmznl patabase), FatherName,

DistrictCode, DistrictName, BlockCode, BlockName, GPCode, GPName, TownCode, TownHame,
WardNane, WardCode, SehemeCode, FY

Example:

"Name™ "RAM RUMAR",
"DOB™ "1985-01-01",
“Gender™ "M",
“Mobile": "98XXXXXXXN",
"UniqueBeneficiarylD": "BEN12345",
“FatherName™: "SHYAM LALY,
"DistrictCode™ “123",
*DistrictName": "Lucknow",
*BlockCode™: "456",
“BlockName™ " Chinhat",
"GPCode™: "789",
“GPName™: "ABC",
~TownCode™: "101",
"TownName": "Lucknow",
~WardName": "Ward 10",
~WardCode": "10",
“SchemeCode™ "STGO1",
“FY":"2025-26"

}

5. Encryption Standard and Calling Method

Advances Encryption Standard (AES)-256 (CBC), PKCS7 Padding, Fixed 1V, Shared Key

Encryption Key: will be shared separately

Encryption Method:

public string EncryptData(string {PlainStr, string iCompleteEncodedKey)
{

AesCryptoScrviceProvider aesEncryption = new AesCryptoServiccPrcvlder();
aesEncryption.KeySize = 256;
aesEncrypﬁon.BlockSize =128;

aesEncryption.Mode = ClpherMode.CBC;
aesEncryption.Padding = paddingMode.PKCS7;
aesEncryption.dV = Convcrt.FromBaseMString("cUg]hWbRBTSanMDSOehng==" ;
aesEncryption.Key = Convcrt.FromBase64Strlng(lComp\cteEncodechy);

bytel} plainText = Encod!ng.UTFB.GetBytes(lPlalnStr);

iCryptoTransform crypto = acsEncryption.CrcatcBncryptorO;

bytef() cipherText = crypw.'l‘ransformFinalBlock(plain'l‘ext, 0, p\alu’l‘cxt.l.ength):
return ConvcrL’l‘oBaseMString(clphcr’ Text);

)
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' Calling Method:

public void TestFamilyldNotFoundData()
{

/7« Proper JSON payload (use double quotes)
string payload = @"{

“"Name"": “"Ravi Kumar"",

""DOB"": ""1090-05-15"",

""Gendel‘“": "“Ma‘.e“",

""Nobile"": ""98765u3210"",

""UniqueBeneficiaryID"": "“UBI123u56789"",
""FatherName"": ““Shyam Kumar"",

""DistrictCode™": "“101"",
""DistrictName"": “"Bijnor"",
""BlockCode"": "w2@2"",
""BlockName"": “"Najibabad"",
h!lecode"l“ : ““363“!\ .

""GPName"": ""Jalalabad"",
""TownCode™": “nrugynn",

""TownNane"": ""Najibabad Town"",
""WardName"": "“Ward 12"",
""WardCode"®: "n12"n,

""SchemeCode"": ""SCMEO1"",
hnFYnll: n“zezs_zsllh

// < Encrypt

string data = EncryptData(payload,
"QGN2Y jAUYWIyc2Qz0TgwODg5ZHdzZGpKOTASM3FuYzg=");

// &/ Correct API URL (your new API)

var client = new :
Restclient("https://Familyid.up.gov.in/IntegrationV3/api/Family/Famil¥IdNotFound");

var request = new RestRequest(Method.POST);
request.AddHeader("Content-Type", "application/json");

// <7 Correct JSON body
string -FinalBody = @n{ ""Data"": wun 4 data + @uuu }u;

request.AddParameter("application/json", finalBody, ParameterType.RequestBody);
IRestResponse response = client.Execute(request);

string JsonResponse = response.Content;
Response.Write(JsonResponse);
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6. Response Codes

0000 = Data Inserted Successfully
0001 = Data Not Inserted

Q099 - Rxception/Brror

"ResponseStatus™ |

"Res_Code™: "0000",
"Res_Message™ "Data Inserted Successfully"
)
]
}

7. Conclusion

This SOP ensures a standardized and seamless mechanism for handling cases where Aadhaar
is not found in the Family ID database during reverse seeding. By mandatorily utilizing the
FamilyldNotFound API, departments can ensure inclusion of such beneficiaries through
demographic-based identification. This process will improve overall data coverage, reduce
exclusion errors, and support accurate beneficiary mapping in the Family ID ecosystem.
Departments are required to strictly adhere to the defined workflow and security protocols to
maintain data integrity and compliance.s
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